
 



EXECUTIVE SUMMARY  

HIGHLIGHTS FROM THE FIRST HALF OF 2022  

MOBILE  

Apple iOS  

Android  

SIGNIFICANT VULNERABILITIES  

Vulnerabilities in figures  

WHO IS WHO. DISCOVERING MICROSOFT VULNERABILITIES  

APT OPERATIONS, ORGANISED GROUPS AND ASSOCIATED MALWARE  

OT THREAT ANALYSIS  

RECAP  

USEFUL LINKS  

 



 



• 

• 

• 

• 

 
 
 

• 

• 

• 



• 

• 

• 

• 

• 

• 

• 



• 

• 

• 

• 

• 

• 



• 

• 

• 

• 

• 

• 

• 



• 

• 

 







https://gs.statcounter.com/os-version-market-share/android/mobile-tablet/worldwide




 



 



 



 





https://www.cybereason.com/blog/operation-cuckoobees-cybereason-uncovers-massive-chinese-intellectual-property-theft-operation
https://www.cybereason.com/blog/operation-cuckoobees-cybereason-uncovers-massive-chinese-intellectual-property-theft-operation
https://www.justice.gov/opa/pr/seven-international-cyber-defendants-including-apt41-actors-charged-connection-computer


https://blog.malwarebytes.com/threat-intelligence/2022/01/north-koreas-lazarus-apt-leverages-windows-update-client-github-in-latest-campaign/
https://blog.malwarebytes.com/threat-intelligence/2022/01/north-koreas-lazarus-apt-leverages-windows-update-client-github-in-latest-campaign/
https://www.sentinelone.com/labs/aoqin-dragon-newly-discovered-chinese-linked-apt-has-been-quietly-spying-on-organizations-for-10-years/
https://www.sentinelone.com/labs/aoqin-dragon-newly-discovered-chinese-linked-apt-has-been-quietly-spying-on-organizations-for-10-years/
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https://www.xataka.com/seguridad/se-acabo-fiesta-policia-londres-arresta-a-siete-presuntos-lideres-lapsus
https://www.xataka.com/seguridad/se-acabo-fiesta-policia-londres-arresta-a-siete-presuntos-lideres-lapsus


 

 

https://aristeo.elevenlabs.tech/
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114,00M
Russia

43,2M
United States

19,92M
Monaco

18,82M
Belize

16,24M
Germany

14,33M
Netherlands

10,71M
Ukraine

9,91M
Panama 9,85M

Finland

9,76M
Poland



 



 

 

https://empresas.blogthinkbig.com/cuatro-anos-rgpd-como-mejorar-gestion-de-la-privacidad/
https://empresas.blogthinkbig.com/el-nuevo-final-de-las-contrasenas/
https://empresas.blogthinkbig.com/digital-identity-wallets-fraude-identidad/
https://empresas.blogthinkbig.com/web3-evolucion-identidad-internet/
file:///C:/Users/anaca/Creative%20Cloud%20Files/Projects/Informe-estado-seguridad-2022/Informe-estado-seguridad-2022/Documento/Comprendiendo%20los%20certificados%20digitales
https://empresas.blogthinkbig.com/google-da-un-paso-para-mejorar-el-ecosistema-de-certificate-transparency-no-depender-de-google/
https://empresas.blogthinkbig.com/ransomware-hipocresia-doble-lenguaje-bandas/
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