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HOW CAN TELEFONICA TECH HELP?

Telefonica Tech's Identity Exposure provides
complete and continuous visiblility into the risks
associated with identity management in hybrid
environments, helping to prevent attacks before
they materialize.

Telefonica Tech's Identity Exposure goes beyond detecting vulnerabilities in Active
Directory or Entra ID: we identify real attack paths based on compromised identities,
misconfigurations, and excessive permissions. Our managed service combines

advanced Tenable technology with the support of our SOC analysts to detect, prioritize,

and remediate risks before they become incidents.

WHO IS THIS SERVICE FOR?
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Organizations that rely on Security equipment that Regulated companies that
Active Directory, Entra ID, requires continuous need robust evidence for
or multiple hybrid identity monitoring of auditing, compliance (ISO
systems. configurations, 27001, ENS, NIS2, etc.) or
permissions, and identity proactive security.

exposures.
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Companies with hybrid
environments that want to
map identities, detect
attack paths, and reduce
exposure.
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OUR VALUE PROPOSITION

Our service What does it allow you to do?
ldentity Exposure is a managed service that monitors - Continuously monitor human and machine identities
Active Directory and Entra ID in real time, detecting INn hybrid environments.

Insecure configurations, uncontrolled privileged
identities, dangerous trust relationships, and identity-
based attack paths.

We identify indicators of exposure (Iok) and indicators of
attack (loA) before threats materialize, using Tenable

. Detect critical configurations (obsolete scripts,
dormant accounts, toxic relationships).

- Prioritize risks using exposure scoring and attack path
visualization.

technology and the support of our analysts. All this - Implement guided and automated remediation
without the need for agents or elevated privileges, with a actions with integrable scripts.
lightweight and secure deployment. - Integrate natively with SIEM/SOAR to automate

response and compliance
It iIncludes onboarding, initial configuration, dashboards

with risk visualizations, periodic reports, and follow-up
sessions with SOC analysts.

Benefits

Complete visibility of your identities Prevention of identity-based attack paths

\We map all accounts in AD and Entra ID, even in hybrid ldentificamos combinaciones de riesgo, Como permisos
environments, to detect exposed relationships, obsolete elevados + configuraciones debiles, que pueden permitir
permissions, and undocumented administrators. movimientos laterales o escalacion de privilegios.
Reduction of real risk and operational impact Continuous improvement with managed SOC

Allows you to prioritize actions on the most vulnerable Our analysts monitor critical alerts, validate findings, and
iIdentities, eliminating attack paths and reducing the support the customer in remediation actions, providing

overall risk of the environment. regular technical and executive reports.
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Telefonica Tech's differential value
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Service managed Flexible deployment: Tenable technology Contextual
from our global SOC, SaaS or on-premises, recognized for integration into the
with monitoring of with no agents or iInnovation in identity Tenable One
critical alerts. privileged accounts exposure detection. exposure
required. management
platform.

EQUIPMENT, TEAMS AND ACHIEVEMENTS

Our teams Achievements
- Analysts specializing in identity security and - Recognized as Tenable Platinum partners
posture management. . Telefénica Tech named “Tenable MSSP

Worldwide Partner of the Year (2025)"

. Telefonica Tech named “Tenable MSSP EMEA
Partner of the Year (2024)"

BUSINESS MODEL

The Cloud Exposure service is designed to operate continuously on your organization’s
exposure to risk. Therefore, it is priced as a recurring subscription fee based on the
volume of iIdentities analyzed.
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RELATED PARTNERS

Otenable

OUR SOLUTIONS

Discover all our solutions

\We believe in the transformative power of technology to improve processes, optimize resources
and open new business opportunities.

)

Contact us to start the digital transformation of your organization. —@
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