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CONTINUOUS THREAT EXPOSURE MANAGEMENT

@® Operational & @
Strategic
Intelligence

HOW CAN TELEFONICA TECH HELP?

Make strategic and operational decisions with
threat intelligence tailored to each profile in your

organization.

Cyber threats are becoming increasingly complex and With our Operational & Strategic Intelligence service, we
persistent and simply reacting is no longer enough. provide you with a comprehensive, analytical, and
Knowing, understanding, and profiling adversaries has actionable view of the threat landscape. \We deliver
become essential in order to anticipate and align your intelligence developed by our team of experts to improve
defense strategy with the real risks affecting your decision-making, strengthen proactive defense, and
iIndustry, geography, and assets. reinforce your organization's compliance. All this with a

practical, visual approach tailored to your needs.
At Telefonica Tech, we help you transform information

iInto useful knowledge for all levels of your organization:
from technical analysts to senior management.

WHO IS THIS SERVICE FOR?

(R A i

Organizations that wantto  Cyber Security managers Security teams that need Customers who want to
make informed decisions who require visiblility into analytical products to outsource intelligence
based on contextualized threats affecting their strengthen their defense, production without

and verified intelligence. Industry or geography. compliance, or awareness sacrificing customization or

processes. analytical quality.
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OUR VALUE PROPOSITION

Our service What does it allow you to do?

Operational & Strategic Intelligence is a managed service - View threat trends tailored to your industry.
that provides a recurring selection of newsletters, reports,
and infographics on threats, vulnerabillities, actors, and
campaigns through the service portal and also by email.
The information is prepared by a specialized team and

- Anticipate emerging threats through continuous
monitoring of global incidents.

- Access actionable reports prepared by expert

presented in formats designed for both executive analysts.
consumption and technical profiles. - Make informed decisions on how to strengthen your
defensive strategy and justify security investments,

It includes daily and weekly bulletins, monthly based on industry trends, impact analysis, and

infographics by topic (ransomware, DDoS, leaks, fraud, practical recommendations.

iIndustry trends, hacktivism, dlglta| activism), and - Request customized reports on specific topics of

technical reports on persistent threats, vulnerabillities, interest to your organization.

and actors. In addition, the service can be supplemented

with customized reports on demand.

Benefits

Strategic visibility Decision-making support

Learn about the most relevant threats to your sector, Apoya a los CISO y otros responsables de seguridad a

region, and risk profile. alinear la estrategia con el contexto real de amenazasy
riesgos, facilitando la priorizacion de inversiones, la
gestion de crisis y la comunicacion con grupos de interés.

More efficient detection Customization

Provides SOC analysts and operators with key Reports tailored to your needs, with the option to request

Information to detect and classify incidents more quickly customized research.
and accurately.
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Telefonica Tech's differential value

B 2!

Extensive catalog of reports: Reports prepared by expert Service delivered from our
from ransomware and DDoS to analysts, available in Spanish NextDefense platform, where
hacktivism, information leaks, and English, applying the TLP iIntelligence is managed,
and digital activism. standard for the classification analyzed, and distributed.
and secure sharing of
iInformation.

EQUIPMENT, TEAMS AND ACHIEVEMENTS

Our teams Achievements

A team of analysts with global experience and a Recognition by a customer for preventing critical
multidisciplinary approach, who, through constant disruptions to its operations following the
monitoring of the global threat landscape, are able announcement of a DDoS attack by the

to generate intelligence and feed our intelligence NoNameO057(16) group.

platform with:

. +3k actor profiles (groups and individuals).

. ~33k incidents (leaks, defacements,
ransomware, DDoS).

- +800 intelligence reports on various topics.

BUSINESS MODEL

Operational & Strategic Intelligence is an annual subscription service, with regular
deliverables and a pool of working days for customized reports. Deliveries are made via a
web portal and by emalil, with the option of choosing both the format and delivery in
Spanish or English.
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RELATED PARTNERS
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OUR SOLUTIONS

Discover all our solutions

\We believe in the transformative power of technology to improve processes, optimize resources
and open new business opportunities.

)

Contact us to start the digital transformation of your organization. —@
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