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CYBER THREAT INTELLIGENCE

@ Third-PartyRisks @

| HOW CAN TELEFONICA TECH HELP?

|dentify, quantify and reduce your security risks
with the only security ratings solution with proven
correlation to business results

Organisations are often unaware of their own actual
security performance, let alone that of their suppliers
and partners. This is due to a lack of objective statistics
and tools that help measure and mitigate dynamic risk
across their business ecosystem.

help you obtain standardised visibility of the risks
present throughout your ecosystem, prioritising your
investments and actions in the most critical areas that
generate the greatest measurable impact over time.

In this sense, Telefénica Tech has partnered with
BitSight to offer the Third-Party Risks service, to

| WHO IS THIS SERVICE FOR?

9

Medium and large companies, multinationals and public
sector entities that are interested in:

Continuously monitoring their level of cyber
security to maintain constant control of their risk
appetite, both in your own organisation and in their
supply chain.

Identifying cyber risks to make informed decisions
when underwriting cyber insurance policies or making
a potential merger or acquisition of organisations.

Gaining a hollistic view of cyber security in their
country and protecting key critical infrastructures.
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| OUR VALUE PROPOSITION

Our service

> Non-intrusive approach, using only external sources.
No need for internal network access or complex
questionnaires.

> Fully automated, scaled with your business reality.

> All organisations are measured by the same factors.

What does it allow you to do?

This service will allow you to:

> Continuously monitor and benchmark your
organisation, either internally or with third parties,
through Security Performance Management.

Benefits

Security Benchmarking

Measure the impact of your security processes and

tools, calculating the return on investment of your cyber
security budget and comparing your performance against
your industry and specific competitors.

Objective communication

Facilitate data-driven conversations about cyber security
with any of your organisation’s stakeholders.

Teleféonica Tech's differential value

> Dynamic risk assessment, through continuous
monitoring.

>  Correlation, validated by independent third parties,
between rating and likelihood of data leakage.

>  Expose your risk within the supply chain through
Third-Party Risks, helping you focus your resources
on working together with your suppliers to achieve
significant and measurable risk reduction.

Reducing risk

Reduce exposure to data leaks by making security
decisions quickly and effectively.

S

Telefénica Tech leverages its extensive knowledge of the customer and their environment to offer a managed
service that allows, among other things, to guide the customer to improve their organisation’s risk posture.
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| TEAMS & ACHIEVEMENTS | BUSINESS MODEL
Our team The service has two delivery models to suit
your needs:

>  +1.800 SecOps employees.
> Self-managed: standard service operated
>  +1.500 security certifications. directly by your team.

> 4200 elite analysts in threat hunting. > Managed by Telefénica Tech: ouriSOC
analysts offer you a customised service.

Achievements The service is charged as a recurring fee based on
the number of entities to be monitored and the level
> The only security ratings solution with proven of detail to be accessed. The customised service is
correlation to business results. quoted on a personalised basis.

RELATED PARTNERS

RELATED SERVICES

Digital Risk Protection Threat Intelligence Tailor-made intelligence
projects

We monitor and protect your We transform information

company's brand, reputation into intelligence at different A complete solution fully

and business against levels (tactical, operational tailored to meet your specific

threats directed against your and strategic) to help you intelligence requirements.

organisation on the public web adopt a proactive posture

as well as on the deep and against threats.

dark web.

Contact us to start the digital transformation of your organization.
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