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CYBER THREAT INTELLIGENCE

@® Threatintelligence O

| HOW CAN TELEFONICA TECH HELP YOU?

We transform information into intelligence
at different levels (tactical, operational,
and strategic) to help you take a proactive
approach to threats.

Knowing, understanding, and profiling our adversaries has ~ \We empower organizations to defend against even the

become essential to anticipate and detect new attacks on most sophisticated cyber threats by providing a holistic

our customers that escape traditional defensive solutions.  view of the threat landscape, actionable intelligence, and
expert guidance.

That's why our comprehensive cyber intelligence service

provides organizations’ security managers with actionable

intelligence that spans all levels of cyber threat analysis.

| WHO IS THIS SERVICE FOR?
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Organizations that have very specific Organizations that want to go a Organizations interested in
intelligence requirements, but do not step further in defending their increasing their visibility to emerging
have the resources to form their own information and critical assets threats and being able to respond
cyber intelligence unit. by adopting a proactive security faster and more effectively.

posture.
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| OUR VALUE PROPOSITION

Our service

The value of our service lies in our transformation of
information into intelligence at different levels to answer
how, where, who and why cyber criminals operate. All of
this, tailored to the profile of each consumer.

This intelligence, shared with the various security teams
established within the organization, has the potential to
help identify, communicate, and reduce risk across the
organization.

Benefits

Informed decisions

It helps stakeholders to invest wisely, mitigate risk, be
more efficient and make faster decisions.

Prevention

It allows to increase the number of preventive blocks and
the number and the impact of patched vulnerabilities.

Teleféonica Tech's differential value
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What does it allow you to do?

The service offers different products according to the type
of intelligence, allowing for:

> Tactical intelligence: ensure preparation and
implementation of security controls and processes.

> Operational intelligence: understanding and
adapting to evolving attack patterns.

> Strategic intelligence: make informed decisions about
your long-term cyber security posture.

Detection

It proactively prepares and protects your business, with
visibility of trends, actors, and their motivations and TTPs.

Response

It reduces the mean time to detection (MTTD), facilitating
the discovery of a greater number of incidents, and the
mean time to remediation (MTTR).
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We, as MSSP, are generators
of our own threat intelligence,
which we combine with a wide
variety of sources from our
ecosystem of partners and

strategic alliances. .
9 incidents.

Our team of cyber intelligence
experts has in-depth
knowledge and experience

in identifying, analyzing,

and mitigating threats and

We adapt our services to meet
the needs and risk profiles

of each customer, offering a
customized approach.
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| EQUIPMENT, TEAMS, AND ACHIEVEMENTS | BUSINESS MODEL
Our teams Threat Intelligence is a turnkey service with a
recurring subscription fee based on a number of
> Multidisciplinary team that provides services options to be selected per customer.
worldwide from the Digital Operations Centers
(DOC), located in Madrid and Colombia. No complex provisioning or deployment required.

>  +20M indicators of compromise in our
intelligence platform. | SELATED PARTNERS
> 4k annual ransomware incidents identified by
our team and recorded in our intelligence platform,
along with adversary and TTPS information.

Achievements

> Recognised as a major contributor to the Spanish
National Network of SOCs.

> Member of the Cyber Threat Alliance, created by
the main players in the cyber security world with the
aim of sharing intelligence on emerging threats.

RELATED SERVICES

Digital Risk Protection SIEM Management Security Management

\We monitor and protect your Monitoring and correlation of Managed service and
company'’s brand, reputation and security events with 24/7 alert professional services to ensure
business against threats directed management, providing a solid the smooth operation and
against your organization on foundation in security threat evolution of the customer's
the public web as well as on the detection. security infrastructures.

deep and dark web.

Contact us to start the digital transformation of your organization.
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