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IDENTITY & DATA PROTECTION

@ Electronic & Biometric
Signature

| HOW CAN TELEFONICA TECH HELP?
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We offer you a scalable, modular and complete enterprise
platform for electronic document signing compatible with digital
certificates, biometric systems, OTP systems. Telefonica Tech's
Managed Response helps modern organizations to expand their

operations.

The digital revolution has resulted in most procedures
being carried out electronically to avoid the use of
paper and streamline any type of business process.

Electronic signatures have become essential in business

processes and have the advantage of complying with

regulations and security requirements.

We offer you the Electronic and Biometric Signature
solution with SealSign, an advanced biometric

business processes that require review and approval,
consent or compliance through biometric signature, OTP
or certificate of electronic documents.

The electronic signature solution automates key

processes in your company and, consequently,
improves productivity and sustainability of processes

resources.

signature platform entirely based on a modular
architecture that allows a detailed tracking of the
signature process flow, as well as the control of file status.

This enables government agencies and enterprises to
undertake the reduction of paper dependency in

| WHO IS THIS SERVICE FOR?
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Companies that need to manage
large volumes of signatures,
include an authentication, signature
or encryption process without the
need to have the private key installed
locally on the computers or devices
of their authorized users.
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Sales managers to improve sales
processes, purchasing managers to
streamline procurement processes
and sign contracts with suppliers,
HR managers to sign contracts and
labor documentation.

and represents significant cost savings in time and
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ICT security officers to protect the
integrity of documents and ensure
the authentic origin of documents
and messages.
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| OUR VALUE PROPOSITION

Our service

SealSign is the platform on which we offer the Electronic
and Biometric Signature service that allows the electronic
signature or handwritten signature of electronic documents
made with a stylus or touch pen on a screen with the
capture of the graphic trace and the data that make up and
validate the signatory’s biometric pattern, with full legal
guarantees. Possibility of offering the service in cloud or on-
premises model according to customer needs.

SealSign Central Key Control (CKC) is a module designed
to control and store certificates in a centralized, controlled,
secure manner in encrypted databases or HSM devices. It
allows only authorized users to perform the authentication,
signature or encryption processes without the need to have
the private key installed locally on the devices, this process
being completely transparent to the users.

What does it allow you to do?
This service will allow you to:

>  Define an electronic or biometric signature flow
to sign from any place and device and receive all
documents to be signed in a way similar to an email
inbox and protect them against information leakage.

>  Sign any document electronically: delivery notes,
contracts, purchasing signature process, review
signatures, policies, customer identification and patents.

>  Sign electronically any other type of document:
informed consents, medical personnel identification,

among others.

> Local use of certificates without the need to modify
applications and coexist with local certificates.

>  Registration and auditing of all operations performed.

Telefénica Tech's differential value

Benefits

Agility and security

Increase the agility and security of document signing
while maintaining an optimal user experience at all
times.

Productivity and efficiency

Improved productivity and efficiency of business-
related processes.

Time and cost savings

Reduces turnaround time in daily operations and
costs associated with paper document management
(printing, scanning, transferring, archiving, etc.)

Validity and legal protection

Generation of electronic documents with full
legal validity. Facilitates regulatory and legislative
compliance associated with the business activity,
maintaining confidentiality and legal certainty.

RELATED PARTNERS
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Significantly reduces the risk
of a cyberattack.

Increase the maturity of your
business in cyber security.

©

Control the Detection and Managed
Response spend of your security and
incident management operations.
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| TEAMS & ACHIEVEMENTS

Our team
>  +1,800 SecOps employees.

> +1,500 security certificates.

> 4200 elite analysts in Threat Hunting.

Achievements
> 159 adversaries monitored.

> 565K campaigns detected in 2020.

| BUSINESS MODEL

The service is offered in two different modalities
adapted to each need:

> SealSign SaaS: complete turnkey cloud service
with an annual subscription with everything

needed.

> SealSign On-Premises: modular platform
that allows customer installation. Includes all
signature modalities. Possibility of negotiating
monthly payments. Includes by default SealSign
Central Key Control (CKC), a centralized digital
certificate custody and management module.

> More han 32.7 millon |oCs genrated in the last 12

months.

RELATED SERVICES

Digital certificates

We guarantee the security of
your website by issuing TLS/
SSL certificates through our own
platform.

Access & Authentication

Centralized access management
to provide an extra layer of
security for authentication
processes, while simplifying
them

through unified login capabilities
(Single Sign-on).
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Contact us to start the digital transformation of your organization.

Priviledge Access
Management

A solution for the complete
protection of your organization’s
Privileged Access. Password
safekeeping, policy enforcement,
session isolation, and proactive
monitoring of privileged access
usage.
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https://telefonicatech.com/en/contact
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