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VULNERABILITY RISK MANAGEMENT
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| HOW CAN TELEFONICA TECH HELP?

Telefonica Tech Vulnerability Scanning goes
beyond traditional scanning with risk-based

remediation

Due to the changing environment surrounding The Web Application Scanning module integrates our

companies, today’s security teams find it difficult to proprietary Faast technology and a SaaS platform that

identify and remediate critical vulnerabilities that automatically and continuously (24/7) implements the

affect organisations’ systems and services. phases (discovery, analysis and exploitation) that attackers
use to compromise the security of companies’

Telefénica Tech's Vulnerability Analysis module helps web applications.

to meet this challenge by providing support in

the mitigation and prioritisation processes. Our
certified team also adapts and supervises the analysis
process, providing detailed information on the relevant
vulnerabilities that pose a risk.

WHO IS THIS SERVICE FOR?
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Medium-sized organisations that need to comply with Large organisations with an established SecOps
industry standards and regulations but want to reduce capability looking to outsource heavy workload or 24/7
the financial burden of personnel recruitment costs monitoring to focus their security teams on strategic,

and technology purchases. high-value activities.
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| OUR VALUE PROPOSITION

Our service

The Vulnerability Scanning service addresses

the challenge of the increasing number of new
vulnerabilities emerging every day in network devices,
servers and web applications. By continuously
monitoring and automatically analysing the security of
network infrastructure and web applications to provide
a global view of your organisation’s

weaknesses, it helps identify vulnerabilities in your
assets and enables prioritised management of their
remediation. A customer-facing portal and our iSOC
complete the value proposition of the service.

Benefits

Comprehensive and continuously updated coverage

Our scanning technology provides visibility into assets
beyond a company's control and implements the latest
attack techniques with continuous analysis of IT network
infrastructure and web applications.

This reduces exposure time to security breaches and
allows companies to know their risk at any time by

providing real-time coverage of the entire attack surface.

Telefénica Tech's differential value
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What does it allow you to do?

The service provides a holistic solution that integrates
different security products and tools, differentiating itself
from traditional security services by offering end-to-end
vulnerability management through an Online Portal that
allows the tracking of a vulnerability from detection

to resolution.

> Providing a trusted communication channel through
the role of the local analyst who understands the
needs and requirements of the client.

> Having a team of experts who review the results
gathered by the tools to determine their severity and
support the client in defining a remediation plan.

Tracking all your vulnerabilities at a single point

Our Online Portal provides a single point for vulnerability
management based on security standards. Our platform
includes dashboards with detailed metrics, technical
recommendations and remediation projects for
effective prioritisation.

Time and cost saving

Associated with vulnerability prioritisation and
remediation processes.
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We offer you greater control
over your assets by providing
you with an inventory of the
defined assets plus the assets

discovered during the analysis.

Our certified security team
has more than 10 years of
experience in the use of these
technologies, which allows us
to take full advantage of them
and meet the requirements of
digital businesses.

Each vulnerability detected
undergoes a rigorous
validation process that serves
to proactively warn of critical
threats that pose a real risk.
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| TEAM & ACHIEVEMENTS

Our team

>  +1.800 SecOps employees.

>  +1.500 security certifications.
> +50 pentesters worldwide.

>  +25 global security analysts.

Achievements

> +25K P addresses scanned monthly.

>  +30K web applications analysed on a

monthly basis.

RELATED SERVICES

Pentesting & Security
Assessment

Discover the vulnerabilities that
an attacker could exploit to gain
access to your environment
and systems.
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| BUSINESS MODEL

The Vulnerability Scanning service is designed to
address your company’s exposure to risk on an ongoing
basis. This means that the minimum duration is one
year, and it is priced in a simple way depending

on the volume of assets to be analysed (varying its
typology based on the modules contracted).

> Vulnerability Alerts: number of assets.

> Vulnerability Analysis: number of
IP addresses/Hostname.

> Web Application Scanning: number of FQDNSs.

| RELATED PARTNERS

RAPIDND (@ Qualys.  ()tenable

Red Team Assessment Digital Risk Protection
Real threats have no time and We monitor and protect your
range restrictions. Red Team company's brand, reputation and
allows you to measure your business against threats directed
defenses against your enemies. against your organisation on
the public web as well as on the
deep and dark web.
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Contact us to start the digital transformation of your organization.
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